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Synopsis

Thoroughly revised for the latest release of the Certified Ethical Hacker (CEH) v8 certification
examFully updated for the CEH v8 exam objectives, this comprehensive guide offers complete
coverage of the EC-Council’s Certified Ethical Hacker exam. In this new edition, IT security expert
Matt Walker discusses the latest tools, techniques, and exploits relevant to the CEH exam. You'll
find learning objectives at the beginning of each chapter, exam tips, practice exam questions, and
in-depth explanations. Designed to help you pass the exam with ease, this authoritative resource
also serves as an essential on-the-job reference. Covers all exam topics, including: Introduction to
ethical hacking Reconnaissance and footprinting Scanning and enumeration Sniffing and evasion
Attacking a system Hacking web servers and applications Wireless network hacking Trojans and
other attacks Cryptography Social engineering and physical security Penetration testing Electronic
content includes: Hundreds of practice questions Test engine that provides customized exams by
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Customer Reviews

| passed the CEHv7 certification test through self-study using only this book as a study guide.Note
that | have *a lot* of InfoSec experience--including CISSP and OSCP certifications--but in my
opinion, mastery of the material in this book, including the concepts covered in the end-of-chapter

questions and ~ 150 sample test questions on the included MasterExam test, *should* allow you to



pass the test.The book is well-written and concise considering the breadth of material the CEHv7

covers.| recommend this book for anyone pursuing their CEHv7 certification.

I'll give 5 stars to the first edition for CEHv7 but 4 stars for CEHv8 on 2nd Edition, only because the
exam changed gears.I've taken both, and both editions are "on target" for v7. In v8, however, |
passed again, having one of the "several timed sections on one topic" version of the exam, rather
than all questions in one sitting version of exam. You do still need to know the major tools listed:
how to use, expected results and how to interpret results.The reason | drop the 2nd edition to 4
stars (I wish | could give 4.5) is because:- | did not expect and got blindsided by almost 20% of the
exam hitting on PKI/digital certificates/identity management. | will suggest an expansion on PKI, et
al to a full chapter. In the meantime, please find a supplemental source to study these before you

take your exam.- There were also a few (

As someone who has studied for (and passed) more than a dozen IT certifications in the past 4
years, | can say one thing with confidence: this is absolutely the best, most engaging certification
study guide that I've ever read. It's neither too dry nor too chatty, and the content is organized very
well. The text includes plenty of references to outside material for more in-depth study. If you are
studying for the CEHv7 exam, this is an outstanding resource and | recommend it highly.Edit: Many
of the author’'s examples of how to use the "nc" command are clearly untested and incorrect,
although he certainly is clear on the concept of what netcat is capable of. Be sure to test and

experiment rather than taking the author’s syntactic advice at face value.

This is, hands down, the most well written IT-related book I've come across. While other books have
served as an immediate substitute for Ambien, Matt Walker and company have managed to pull off
the tremendous feat of making their subject -- dare | say it? -- FUN. The writing is clear, the
examples relevant, and there’s a touch of humor to enliven the mundane. I've not taken the exam
yet, so | can’t speak to the alignment with the content, but | feel confident that no other book could
have prepared me as well. | highly recommend this book and will keep an eye out for future works

by this author.

This book is more succinct and more useful than the official EC-Council courseware books for CEH
v8. | read this book before attending a CEH boot camp and felt like a CEH prodigy compared to my
classmates. Without the book | probably wouldn’t have passed the CEH exam.Although | lack



reviewer Bob’s experience, | think the publisher needs to add an errata page for the book on the

McGraw Hill web site. There were some errors in the end of chapter practice questions.
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